Abstract-Internet worms, a great threat to the Internet infrastructure, can propagate horrendously through networks, and reduce network security and cause economic losses. In order to effectively defend against worms, this paper proposes a novel epidemic SVEIR model with partial immunization. In the SVEIR model, we obtain the basic reproduction number for determining whether the worm dies out completely. The global stabilities of infection-free equilibrium and endemic equilibrium are proven using a Lyapunov function and a geometrical approach. The impact of different parameters of this model is studied. Simulation results show that the number of susceptible and infected hosts is consistent with theoretical analysis. The model provides a theoretical foundation for control and forecasting Internet worms.
I. INTRODUCTION
Internet worms are malicious codes which can replicate themselves and propagate via Internet. With the ever increasing number of Internet applications and the emergence of new technologies, Internet worms have become a great threat to our work and daily life, caused tremendous economic losses. Especially, the advent of the Internet of things would make the threat increasingly serious. How to combat Internet worms effectively is an urgent issue confronted with defenders. Therefore, it is necessary to comprehend the long-term behaviour of worms and to propose effective strategies to defend against Internet worms.
Based on the similarity between a malicious worm and a biological virus, some mathematical models representing worm propagation were presented to depict and model the propagation of worms in the past decade years. In order to depict and defend against worms, researchers have presented some models [1] - [8] based on epidemiology. These models assume that exposed hosts can not infect other hosts. Actually, an infected host which is in latency can infect other hosts by the aid of some methods, e.g., vulnerability seeking. The previous models do not take this passive infectivity into consideration. Immunization is one of commonly used method for controlling the propagation process of worms. Some epidemic models with immunization have been proposed [9] , [10] . However, these models all assumed that the vaccine hosts obtained the immunization fully. This is not consistent with the reality. In real networks, it is very difficult to obtain the full immunization for the vaccine hosts. Thus, partial immunization should be a fungible and feasible method for eliminating worms, which have been used for predicting and controlling infectious diseases [11] , [12] . This paper proposes a new worm defending model, referred to as SVEIR (susceptible-vaccinated-exposed-infectious-recovered) model, which is appropriate for measuring the effects of security countermeasures on worm propagation. Contrary to existing model, our model takes the partial immunization and two infection rates. Using the reproduction number, we derive the global stabilities of the infection-free equilibrium and endemic equilibrium. Furthermore, simulation results show the effectiveness of our model. Finally, equilibrium points are confirmed by plots. The rest of this paper is organized as follows. Section II discusses related work on worm propagation models and defense methods. Section III formulates the new model and obtains its basic reproduction number. Section IV proves the global stabilities of the infection-free equilibrium and the endemic equilibrium. Section V covers the numerical analysis and the simulations. Section VI summarizes the paper with some future directions.
II. RELATED WORK
Worm propagation models help us acknowledge the properties of worms and predict the trend of worm propagation. The Kermack-McKendrick model with three states {Susceptible, Infected and Recovered}, also referred as the SIR model, is the most classical ones, and is introduced into researching worms. Ren et al. analyzes and simulates the SIR model in [13] . Though anti-virus software is included, this model can not prevent worms effectively. Therefore, numerous containment methods have been proposed, and applied to worm propagation models.
The quarantine strategy is an effective method on controlling disease, such as SARS (Severe Acute Respiratory Syndromes). Inspired by this, Zou et al. firstly apply this method to control worms [14] . In the model, "assume guilty before proven innocent" is the fundamental principle. After that, quarantine is widely used in worm containment [5] , [6] , [15] - [18] , which can slow down the spreading speed of worms in theory. Yao et al. propose the SIQ (Susceptible, Infected, quarantined) model, which adopts pulse quarantine strategy [5] , [6] . Wang et al. propose the SEIQV (Susceptible, Exposed Infected Quarantined, and Vaccinated) model, which combines a dynamic quarantine strategy and vaccination [15] . Zhang et al. propose a delayed SEIQRS model for the transmission of malicious objects, which takes not only the time delay due to the temporary immunity period but also the time delay due to the infected computers need to clean viruses into consideration [16] . Liu proposes a delayed SEIQRS model [17] , which analyzes the local stability and local Hopf bifurcation. Zhang et al.
propose a delay SIQR model [18] , and analyze the stability of the positive equilibrium and the existence of Hopf bifurcation.
Vaccination is another method in controlling the spread disease, and it has also been applied to worms [9] - [12] . In [9] , [10] , the authors propose two propagation models, which adopt vaccination to combat worms. However, these models all assumed that the vaccine hosts obtained the full immunization. This is not consistent with the reality. In real networks, for worms' horrendous propagation speed, users or network administrators can not immunize the whole host population. In other words, it is very difficult to obtain the full immunization for the vaccine hosts. Thus, partial immunization should be a fungible and feasible method for eliminating worms, which have been used for predicting and controlling infectious diseases [11] , [12] . However, how to select these partial vaccine hosts is a difficulty.
Many scholars have done research on how to eliminate worms. However, many previous models make an assumption that exposed hosts and infected hosts have the same infectivity. This is not correspondent with practice. An exposed host can also send scanning packets to find susceptive hosts with certain vulnerabilities, the scanning packets sent by an exposed host are less than an infected one. Nevertheless, to simplify computation, we assume that they have the same infection rates.
III. MATHEMATICAL MODEL FORMULATION
The total host population N is partitioned into five groups and any host can potential be in any of these groups at any time t: the susceptible, vaccinated, exposed, infectious, recovered, with sizes denoted by S, V, E, I, R, respectively. The total number of population N at time t is given by
. The dynamical transfer of hosts is depicted in the following figure. Based on the compartment model presented in Fig. 1 , the SVEIR model having infectious force in the exposed, infected period and partial immunization is described by the following system of differential equations:
where  is a constant recruitment of susceptible hosts. Let  be the transmission rate of worm attack when   means that vaccine loses efficacy in work fully. Taking some real factors into account, we assume that the vaccinated hosts can obtain partial immunization, that is to say, 01   .  is the transfer rates between the susceptible and the vaccinated.  is the rate at which exposed hosts become infectious,  is the recovered rate of infected hosts.
Since the state R does not appear explicitly in the first four equations in the system (1), the dynamics of (1) is the same as the following system:
Summing the equations of the system (2), we obtain '( ) N t N I      . Therefore, the total population N may vary with time t. In the absence of disease, the total population size N(t) converges to the equilibrium /   . We thus study our system (2) in the following feasible region:
which is a positively invariant set of the model (2) . We next consider the dynamic behaviour of the model (2) on  .
Firstly, we obtain the basic reproduction number of the model (2) by the method of next generation matrix [13] . It is easy to see that the model (2) always has an infection-free equilibrium: 
Thus, the spectral radius of the next generation matrix 1 
FV
 can be found as,
According to Theorem 2 in [19] , the basic reproduction number of model (2) is
The endemic equilibrium *( *, *, *, *) P S V E I of the model (2) is determined by the following equations ( )
0.
By the direct computation, we obtain *, ** * *, * ( ) * *, *.
Once these constant parameters are given, *, *, *, * S V E I are all determined. Thus, *( *, *, *, *) P S V E I is the unique endemic equilibrium of the model (2).
IV. THE GLOBAL STABILITY OF EQUILIBRIUMS

A. The Infection-Free Equilibirum
It is easily obtained that the model has a infection-free equilibrium given by 
the two roots of Eq, (6) are negative. The fourdimensional model to be asymptotically stable is that 
which means that 0 () JP has a positive root and a negative root. Therefore, the infection-free equilibrium 0 P is an unstable saddle point. This completes the proof. 
S V E I L  is the singleton 0 {} P . When 0 1 R  , the global stability of 0 P follows from LaSalle's invariance principle [21] . LaSalle's invariance principle [21] implies that 0 P is globally asymptotically stable in  . When 0 1 R  , it follows from the fact '0 L  if 0 I  . This completes the proof.
B. The Endemic Equilibrium
Lemma 3: When 0 1 R  , the endemic equilibrium * P is locally asymptotically stable.
Proof: The Jacobian matrix of the model (2) at *( *, *, *, *) P S V E I is 
where
Therefore, the corresponding characteristic equation can be denoted as 
By a direct calculation, we obtain that 
H C H 
According to the theorem of Routh-Hurwitz, it follows that all the roots of the Eq. (8) have negative real parts. Therefore, the endemic equilibrium * P is locally asymptotically stable. This completes the proof.
Next, we apply the geometrical approach [22] to investigate the global stability of the endemic equilibrium * P in the region  .
Theorem 1: Consider the following systems [22] : ' ( ) x f x  , x  . If the following conditions are satisfied: (1) The system (*) exists a compact absorbing set K  and has a unique equilibrium * P in  ; (2) * P is locally asymptotically stable; (3) The system (*) satisfies a Poincaré -Bendixson criterion; (4) A periodic orbit of the system (*) is asymptotically orbitally stable, then the only equilibrium * P is the globally asymptotically stable in  .
Lemma 4. If 0 1 R  , the unique positive equilibrium * P of model (2) is globally asymptotically stable in  .
Proof. We only need to prove that all assumptions of Theorem 1 hold.
If 0 1 R  , 0 P is unstable according to Lemma 1. Moreover, the behavior of the local dynamics near the region 0 P described in Lemma 1 implies that model (2) is uniformly persistent in the region  . That is, there exists a constant 0 c  , such that any solution ( ( ), ( ), ( ), ( )) S t V t E t I t of model (2) 
S t V t E t I t c
This can be proved by applying a uniform persistent result in [23] and by the use of a similar argument as in the proof [24] . The uniform persistence of system (2) in the bounded set  is equivalent to the existence of a compact K  that is absorbing for system (2) . In Section IV, during the process of obtaining the endemic equilibrium * P , we can know that * P is the unique equilibrium in the interval (0, / )  
. Assumption (1) holds.
According to Lemma 3, we know that the endemic equilibrium * P is locally asymptotically stable in the region  . Assumption (2) holds.
The Jacobian matrix of model (2) is denoted by 
, it is easy to prove that HJH has non-positive off-diagonal elements, thus we can obtain that system (2) is competitive. This verifies the assumption (3). The second compound matrix *) ( 
The second compound system of the model (2) in a periodic solution can be represented by the following differential equations:
.
In order to prove that the system (10) is asymptotically stable, we consider the following Lyapunov function:
By the use of the uniform persistence, we obtain that the orbit of ( ) ( ( ), ( ), ( ), ( )) P t S t V t E t I t  remains a positive distance from the boundary of  , thus, we know that there exists a constant c satisfying ( , , , , , ; , , , )
, for the differential equations in Eq. (12), we can obtain the following differential inequalities by direct calculations:
From the previous formula, we can obtain
From the model (2), we can obtain 
Using the parameters above, we can obtain 0 0.7548 1 R  . The worm will gradually disappear according to Lemma 2. Fig. 2 illustrates the number of susceptible and infected hosts when 0 R is 0.7548. From  Fig. 2 , we can clearly see that the tendency of the worm propagation is depressive, which is consistent with Lemma 2. Finally, the whole population, in the long term, is in a recovered state. In order to effectively defend against such worms, we must adopt feasible methods to adjust some related parameters, and then guarantee the basic reproduction number 0 1 R  . all approach their steady state, and the worm persists. This is fully consistent with the conclusions of Lemma 4. Furthermore, we can know that the unique endemic equilibrium is globally asymptotically stable. With other parameters remaining the same, the partial immunization rate  is set to different values each time in order to state that the number of infected hosts is affected by every different value of the partial immunization rate. Fig. 4 shows the effect of changing the partial immunization rate (which varies between 0.1 and 0.7) on worm propagations. From Fig. 4 , we can see that a smaller partial immunization rate results in diminishing the worm propagation speed, more importantly, lowering the total number of infected hosts, and prolonging the time of reaching their propagation peaks. However, in real-world networks, it is very difficult to implement full immunization. Therefore, in order to eliminate worms as soon as possible, we require the support from all circles of society, which can guarantee to reach a smaller partial immunization rate  . 
VI. CONCLUSIONS
This paper presented a mathematical model describing the dynamical behavior of an SVEIR epidemic model with partial immunization for Internet worms. Firstly, by the method of next generation matrix, we give the basic reproduction number determining whether the worm extinguishes. Secondly, the global stability of infectionfree equilibrium and the global stability of endemic equilibrium have been proven. When the basic reproduction number is less than and equal to one, the proposed model will be stable, which is helpful for defenders to predict worm propagation and implement containment strategies; otherwise, the proposed model will lost its stability and the worm persists in the whole host population and tends to a steady state. Finally, some numerical examples are given to verify our conclusions. Our future work will expand this model proposed in this paper to scale-free networks.
